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1. BERDEREA

AAEEDRBAZLEYS
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I’v’ & MICRO RESEARCH
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POWER

e+ ¢ .« UnifiedGate Twine

POWER : UnifiedGate DERAY ON DEEITRITLET,
(STATUS S5>F)
. UnifiedGate MFCENMNTE T T HERKTLET .
: WAN | IP 7RLRADEUSASE T T HERATLET .

(P 7RL REERERFIFEREST T . B RITRREIZGYET )

IN =

3 BZEFLI= 1 Ll E DB UnifiedGate SHERRIRREICA D& MKTLET,
4 ZEFL-2TORER UnifiedGate CSIERHRREIZADESLTLET .
OEE(ARYH)

USB  RESET LT
5V . BR7ETE—FARIITY  BOERT7 S T5—aHEmLES
UsSB s FERALEEA,

RESET : UnifiedGate MEREANETE TIHSHAEHEICR T 2O DRE TT,
EBREELLIZ(BR7Z T3—EIR)REET, HiLVEEEFE > T RESET /RAVERLIEAS,
BREANT(ERT7E T4—%EHELO T,
ERIR A%, RESET REVIIRTAEDI R T—ER 2/ Sl T HF THLEITTTILY,
AT—RAN2 M ERLI=5 RESET R2ZBEL TTELY,

L1~L4 : LAN flR—rTY,

WAN : WAN fiFR—~TY,

{LAN/WANR—FDLEDIZDLVT)
J1)—> :1000Mbps! ) IBEDER—PDIREERLFET
=T = 1000Mbps T HHEL
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ALY 110/100Mbps! ) VBEDBR—IDIKREERLET
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2. ERTEMI L DERE

/3> EUnifiedGate DL ~ L4 DWLVT M ELANS —T )L THEBLTTILY,
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ER7ETA——TILITERT7S T2—ikITI51E
)y TEBLTTEL,

uss RESET




3. S}EEITH/NJa D) TCP/IP &7

REETO/ D TCP/IP %5EIZ UnifiedGate M IP PRL RIZEHhETCEET ANELAHYET,
UnifiedGate M ITIZHAELYTE LAN 7R—R IP 7RL X 192.168.0.1/24) DIZEIE. LT LIIZEHELTTELY,

P 7RLR : 192.168.0.2~254(192.168.0.1 L&D IPv4 7KL R)
O TRYNIRY : 255.255.255.0
€T IHILNMT—FDTA : 192.168.0.1

£ 0S M TCP/IP FRESEIZDOLTIE, 0S HBOY=27IILEESBLTTILY,




4. FZERHE

UnifiedGate MERESEICDLVTERBALE T,
GUI FREDHAEIZDNTIHIGUI BREXY =27 )L IZFHEEL TTSLY,

DIIZHEEHED UnifiedGate @ LAN R—k & WAN FR—kD IP PRLRIE TROBIZHEINTLVET,
UnifiedGate MEREZF1TY/ VAL, FRERMFAR—FDRYNT—H ER—F VT —II1ZREL TSN,

LAN 7R—k WAN 7R—k
ENERRTE P 7RLREE DHCP 9547k
P 7RLA 192.168.0.1 BEIEG
HITRIEIRY 255.255.255.0 (/24) EHEIES
TIHINT—b oA - SEIEEE

@LAN R—hrELLIE WAN R—R XL T Telnet TPYERTBHEQT A IAT—REZERINET,

password:

B —]

Q@ELLVART—FEAALTHLIA—F—%HL T UnifiedGate CLI ZREICAT A LTTELY,

password:
UnifiedGate %

KL BTAUZDNT »

IHA/ SR D —KIEpasswd ] TT,
INAT—F ARRICANXFIERRENFEE A,
4 [ELERTC/ AR T —REBEHZKENT %L, Telnet 2yl arhtlEianEzd,
Z DL Telnet EHEEPOYEBELTTELY,
BEOI——0J A hIc#F=Ic0T 12 LIBE. BiFEDO DY A2 21— —(X5gHlrI
AT 7R, UTDAvE—OMFRENET

Another Login detected.

cli terminated

@O AUMET T BE, UnifiedGate [IZxLT CLI aT U REETT AEMNAIREZAYET,
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UnifiedGate O TIGHAHEEIEMEAEIZDWNVTERBALET .
FOMDEFFEMEIZDOLTIEN7. a7 R 1 FHEELTTELY,

\ 5-1. LAN R—k IP 7RL X

TiGHTEE 192.168.0.1/24
| 5-2. /$RT—F
TIGHTEE passwd

| 5-3. BEMEMESE

UnifiedGate (&, CLI AU RICKYEREEXFEULT HEMNHFEFET,
Sz DL Tl init O REFERLTTSELY,

N—RIT 7 EIbDFEONTIEIN. EEBDHRPAIEHBL TTSL,
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\ 6-1. RA—FijgieE

6-1-1. I_FAA—T 1

UnifiedGate X A—EUET T SIEDIRBA A—TFBELFT .
AIBHEA A—S D EAMLTERTERNRIL. 6-1-2. FEH] 1 (RA—FNEE) ZHEAL TR0,

AA—ENEETIE, 2 2—HLa UnifiedGate (23l £HLED UnifiedGate NEEIZIEHLET,
ZHLE UnifiedGate [Ft2—HlLE UnifiedGate DR YRIT—2EDAHIBIETTRETT .

AFITIER R ILE—K IPsec, 224 —HLE UnifiedGate TX A4 F3v% DNS —/\—ZBALET,
F7=. UnifiedGate O NAT b5/ \—H JLESEEIZ K-> T [ERIERIIL— 34— DERTELERXEELET,

REAA—D 1 (RA—BUER. b RILE—R IPsec)

T A—HE (FAF3v% DNS H—/3—)
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=1 RARE WAN R—rE&E WAN R—k IP 7KL R | LANKR—KIP 7KL R
o h— UGO0 |IP 7RLREE ook ok ok 2 / 30 192.168.0.100/24
A UGO1 DHCP 9547k BEIE 192.168.0.101/24
B UG02 | PPPoE 547>k BEEF 192.168.0.102/24
IP 7RLREIE
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6-1-2. EX7EHI 1

BREA A= 1 (RE—BUHER) QR EFEBHLET
UnifiedGate ZERRIZHTET AL, CHIAREBISEL-{EZAALTTFELY,

AHITIE save Jlreboot ]JAT R DIEEEEELTLVET .
HET RS EBI5E(X. w3 Tsave |—Ireboot IDIEIZZEST

LTFSELY,

AR DEHAILT7. O R IEFEELTTELY,

S5 — P 7RLARERE ;o RILVE—R IPsec X1 F3v49 DNS H—/\—

RA

WAN R—rEMEE—F :

: UGO00

LANZR—KIP 7FLX : 192.168.0.100/24

o RILE—K - IPsec (S =AES /\wiaB8% = SHA-1 )
SERLSR - UGO1 UGO02 UGO03

Z 0t

. AA+3v45 DNS H—/N\—ELLTEMESEET,

IP 7RLREE (IPv4 7KL Rkwksokksokk.2/30

HF— Y T A sokok sotok sokk 1)

LAN IRy kT —o M 5D H UnifiedGate DEXFEZEFAILET,

Bt 2—DaT R

RAMBDERTE
UnifiedGate % myname UGO0O
UnifiedGate # myname
myname UGO0O
name interval 16 256

WAN R—FEIHEE—F (1P 7RL XERE) DELE
UnifiedGate # wan ¥k ks k%% 2 /30 kkk dokk kkk ]
UnifiedGate # wan
wan mtu 1500
wand k%% xxx kxx 2/30 gw k3kk kkk kkxk, 1
wan6 off

LAN 7R—h IP 7RL RDEERTE
UnifiedGate # lan 192.168.0.100/24
UnifiedGate # lan
lan mtu 1500
lan4 192.168.0.100/24
lan6 off

IPsec MEXE
UnifiedGate # ipsec esp aes128 hash shal
UnifiedGate # ipsec
ipsec lifetime 14400/28800 aes128 shat




*FEfA UnifiedGate DEF (o RILE—FPsec )
UnifiedGate # add respond UGO1 UG02 UGO03
UnifiedGate # respond
respond UGO1
respond UG02
respond UGO03

S A+32v% DNS H—/\—DERE
UnifiedGate # server on
UnifiedGate # server sk kkx kxk 2
server X%k k%% x*%* 2 added
UnifiedGate # server
server %k kkk kkxk 2
server on
ddns expire 512
ddns see ip

LAN Iy kT —I M5 MDA UnifiedGate DERTERFAT
UnifiedGate # ui lan
UnifiedGate # ui
ui lan




g :A DHCP 9547 kbR JLE—FK IPsec

RRARE - UGO1
WAN 7R—rEMEE—FK : DHCP 95147k
LANR—KIP 7FLR : 192.168.0.101/24

o RILE—R . IPsec (B2 = AES /\wi aB8% =SHA-1 )
P, 3= 2 okokok ok ook 2
FDih s BAF399 DNS H—/\—EL Thwkkrtnk 2 ZERELET,

LAN fAlyrI—oM5DH UnifiedGate DEEEEFRILET,

s A QTR

TRAMBDEHRE
UnifiedGate % myname UGO1
UnifiedGate # myname
myname UGO1
name interval 16 256

WAN 7R—tBEE—R (DHCP 9547 DERE
UnifiedGate # wan dhcp
UnifiedGate # wan
wan mtu 1500
wan4 dhcp
wan6 off

LAN /R—h IP 7RL RDERTE
UnifiedGate # lan 192.168.0.101/24
UnifiedGate # lan
lan mtu 1500
lan4 192.168.0.101/24
lan6 off

IPsec MEXE
UnifiedGate # ipsec esp aes128 hash shal
UnifiedGate # ipsec
ipsec lifetime 14400/28800 aes128 shal

*HEfA UnifiedGate D& (M RILE—FPsec])
UnifiedGate # initiate *k%k %k k%% 2
UnifiedGate # initiate
initiate %% kxx *kk* 2




F 44395 DNS H—/\—DXFE
UnifiedGate # server kkkoieksokk, 2
server ¥fkdorkdkk 2 added
UnifiedGate # server
server ¥kksdokok sokk 2
server off
ddns expire 512
ddns see ip

LAN fAlry kT —o M5 D & UnifiedGate DEXEFA]

UnifiedGate # ui lan
UnifiedGate # ui
ui lan
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#ls=:B PPPoE 547k bR JLE—FK IPsec

TR~ANE : UGO02

WAN 7R—FEHEE—F : PPPoE 547k

PPPoE 7HUMEHR : 21— —4lpppoelD /73X T—KTpppoePasswd |
LAN 7 R—FIP 7KL X : 192.168.0.102/24

ko RILE—F : IPsec (F&E =AES /\vvi af8% =SHA-1 )
XHEHLR + ook okok Forok 2
ZDith . B AF I DNS H—/\—&L Trkraokkrork 2 FERELET

LAN fAl-Ry kT —HDSDH UnifiedGate DERTEZHFAILET

L B <Rl

RAMBDEHRE
UnifiedGate % myname UGO02
UnifiedGate # myname
myname UGO02
name interval 16 256

WAN R—FBIEE—R (PPPoE 547 k) DERTE
UnifiedGate # wan pppoe
UnifiedGate # wan
wan mtu 1500
wan4 pppoe
wan6 off

PPPoE 7Hm 2 MEFRDERFE (P 7L A BEIEIS)
UnifiedGate # pppoe account pppoelD passwd pppoePasswd
UnifiedGate # pppoe
pppoe mtu 1454 account pppoelD passwd pppoePasswd ip auto
pppoe restart off
pppoe account '’ passwd "’
session id 0000, Icp closed

LAN 7R—h IP 7RL ZDEETE
UnifiedGate # lan 192.168.0.102/24
UnifiedGate # lan
lan mtu 1500
lan4 192.168.0.102/24
lan6 off

IPsec MEXE
UnifiedGate # ipsec esp aes128 hash shal
UnifiedGate # ipsec
IPsec lifetime 14400/28800 aes128 shal
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*HEfA UnifiedGate D& (o RILE—FPsec])
UnifiedGate # initiate sekksckk ok, 2
UnifiedGate # initiate
initiate slksork sokok, 2

S 44395 DNS H—/\—DRE
UnifiedGate # server kkkoiek sokk, 2
server ¥kkdokkddkk 2 added
UnifiedGate # server
server ¥kksdokok sokk 2
server off
ddns expire 512
ddns see ip

LAN Iy T —I 5D UnifiedGate DFRTEFFA]
UnifiedGate # ui lan
UnifiedGate # ui

ui lan
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i :C IP PRLUREENAT bS5/ \—H )L bR JLE—R IPsec

RAE

: UGO3

WAN 7R—rEMEE—F : IP PRLAREE (Pv4 7RL X 192.168.0.200/24 . % —k,9 141 192.168.0.1)
LAN 7 R—KIP ZRLX : 192.168.0.103/24

o RILE—R . IPsec (B2 = AES /\wi aB8% =SHA-1 )
XHEHLE ook ook Forok 2
FDih o BAFZ9%4 DNS H—/\— L L Twkkrkrrk 2 ZERELET .
NAT bS5/ \—H JLISEEI C K> CRIERIERL— 32— DR ELE R EBILET,
LAN fAl-Ry kT —H DS D H: UnifiedGate DERTEZHAILET
LS C Da< R
RRAMBDERE

UnifiedGate % myname UGO03
UnifiedGate # myname
myname UGO03

name interval 16 256

WAN 7R—REMEE—R (P 7 FL X EIE) DEXE
UnifiedGate # wan 192.168.0.200/24 192.168.0.1
UnifiedGate # wan
wan mtu 1500
wan4 192.168.0.200/24 gw 192.168.0.1
wan6 off

LAN /R—h IP 7RL RDERTE
UnifiedGate #lan 192.168.0.103/24
UnifiedGate # lan
lan mtu 1500
lan4 192.168.0.103/24
lan6 off

IPsec MEXE
UnifiedGate #ipsec esp aes128 hash shal
UnifiedGate # ipsec
IPsec lifetime 14400/28800 aes128 shal

*HEfA UnifiedGate D& (o RILE—FPsec )
UnifiedGate # initiate skkierkkekk 2
UnifiedGate # initiate
initiate skkpdok Jokok, 2
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S 44395 DNS Y—/\—DRFE
UnifiedGate # server kkkoieksokk, 2
server ¥kkdorkdkk2 added
UnifiedGate # server
server ¥kksdokok sokk 2
server off
ddns expire 512
ddns see ip

LAN fAlry kD —o M5 MD & UnifiedGate DEXEFA]

UnifiedGate # ui lan
UnifiedGate # ui
ui lan
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UnifiedGate Z Ay 21 BT SBEDRIEA A—%8ELE T,
ARIBIEA A—2 QBRI ERTERARIL, 6-2-2. SRFEWH 204y 1 BUEE 2HEAL TTELY,

Ay BEETIE, £SO UnifiedGate DREIERLET,
{BL. &#lE UnifiedGate [ZE{EDIEFEHLA UnifiedGate [CDH/ Ny hEEELET .

ATl R ILE—K EtherlP, #llsii H T 45 3v% DNS H—/\—%EALFET,
s G [LEHFHER L —3—Z B0 T 571=8. [EHEERIIL—S2—IZXL T EtherlP Q/SARIL—EEFENDETT,
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=N

=Y AN WAN 7R—FERTE WAN /R—k IP 7KL R | LANAR—KIP PRL R
E UGO1 | DHCP 9547k BEES 172.16.0.101/16
F UG02 | PPPoE 547>k BEES 172.16.0.102/16
G UGO03 IF@?;%;{;EEQ—MW 10.0.0.254/24 172.16.0.103/16
H UG04 | IP 7RLRERE spolok sokok ok, 2 / 30 172.16.0.104/16

Ay 2 BNEGRE O R EEERTE
E F G H
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G @) O - O
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6-2-2. EX7EHI 2

RIBA A= 200y 21 BUEG) DEEBIEIBEHLET
UnifiedGate ZEXIZHTE T AL, CFIARBIEL-EZAALTTELY,

A TCldlsave Ilreboot IAT U FDIBHEHZFEBLTLVETS,
% HEE RS BIHEIE. T Tsave |—Treboot IDIBEIZEITLTTELY,

BATURDOFMIET. Tk 1ZHEFELTTRELY,

#Ls5:E DHCP 9547 kbR JLE—K EtherlP

RRARE - UGO1
WAN 7R—rEMEE—FK : DHCP 95147k
LANR—FIP 7KL R : 172.16.0.101/16

o RILE—F : EtherIP
*EHS : skkkkRkk 2 UGO2 UGO3
ZDith . B AFZ99 DNS H—/\—&L Trbrkkrrk 2 ZERTELET
LAN flry kT —ohSDH UnifiedGate DERTEEFRILET
LS E D<)
RRANBDERE

UnifiedGate % myname UGO1
UnifiedGate # myname
myname UGO1

name interval 16 256

WAN 7R—FEIWEE—R (DHCP 95147 h) D
UnifiedGate # wan dhcp
UnifiedGate # wan
wan mtu 1500
wan4d dhcp

kg
i}

wanb off

LAN 7R—h IP 7RL RDEERTE
UnifiedGate #lan 172.16.0.101/16
UnifiedGate # lan
lan mtu 1500
lan4 192 172.16.0.101/16
lan6 off

*HEfA UnifiedGate DEFK ()L E—RTEtherIP )
UnifiedGate # add peer skkikkdix2 UG02 UGO3
UnifiedGate # peer
peerd xkkicrk xckk 2
peer UGO02
peer UGO3
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442929 DNS $—/\—DKE
UnifiedGate # server sokksckksdokk 2
server ¥kkkikdkk2 added
UnifiedGate # server
server skkkick dokok 2
server off
ddns expire 512
ddns see ip

LAN Iy kT —OD5DH UnifiedGate D ERTEEFA]
UnifiedGate # ui lan
UnifiedGate # ui

ui lan
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L :F PPPoE 9547 kb A J)LE—K EtherlIP

TR~ANE : UGO02

WAN 7R—FEIEE—K : PPPoE 9547k

PPPoE 7HMEER : 1——%lpppoelD /73X —KTpppoePasswd ]
LAN7R—kIP 7KL X : 172.16.0.102/16

o RILE—R : EtherIP
XERLSR - skkokkkckok 2 UGOT UGOS3
FDih ¢ BAF3949 DNS H—/\—EL Thwkwkktrk 2 ZERELET,
LAN {7 —E MDA UnifiedGate DEEEZFRILET
WS F D<K
RAMEDERE

UnifiedGate % myname UGO02
UnifiedGate # myname
myname UGO02

name interval 16 256

WAN 7R—FBHEE—F (PPPoE U547 h) DERTE
UnifiedGate # wan pppoe
UnifiedGate # wan
wan mtu 1500
wan4 pppoe
wanb6 off

PPPoE 7H7 U MEBRDERTE (P 7L A BEIEMSF)
UnifiedGate # pppoe account pppoelD passwd pppoePasswd
UnifiedGate # pppoe
pppoe mtu 1454 account pppoelD passwd pppoePasswd ip auto
pppoe restart off
pppoe account "passwd ”’
session id 0000, lcp closed

LAN 7R—h IP 7RL RDEERTE
UnifiedGate # lan 172.16.0.102/16
UnifiedGate # lan
lan mtu 1500
lan4 172.16.0.102/16
lan6 off

XHEM| UnifiedGate MDEFK (MR JLE—RTEtherIP |)
UnifiedGate # add peer skkikkdix2 UGO1T UGO3
UnifiedGate # peer
peerd xkkirkxckk 2
peer UGO1
peer UGO3

18



442929 DNS $—/\—DKE
UnifiedGate # server sokksckksdokk 2
server ¥kkkkkkk 2 added
UnifiedGate # server
server kkkkoick ook, 2
server off
ddns expire 512
ddns see ip

LAN Ay kT —oD5 D& UnifiedGate D ERTEEFAI
UnifiedGate # ui lan
UnifiedGate # ui

ui lan
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s -G IP 7RL REE - [BlfpiEST L—2—&H - b~ )LE—FK EtherIP

RANA : UGO3

WAN R—FEHEE—K : IP 7RLREE (Pv4 7KL X 10.0.0.254/24 . 5"—F+™914 10.0.0.1)
LANR—KIP 7KL R : 172.16.0.103/16

o RILE—R : EtherIP
XHEHLR - seekekkokek 2 UGOT UGO2
ZNith : BAF3949 DNS H—/\—EL Trrekkroork 2 ZERELET

LAN Iy, —IM5DH UnifiedGate DFEZFAILET,
BIEGIL—2—DERTEIZDLTIE. 16-3 [E#fES/IL— 44— AL TEERE 1T
ROFE IEHEEELTTSILY,

s G DRI

RAMBDEETE
UnifiedGate % myname UGO03
UnifiedGate # myname
myname UGO03
name interval 16 256

WAN R—REWEE—F (P 7FLXEE) DERE
UnifiedGate # wan 10.0.0.254/24 10.0.0.1
UnifiedGate # wan
wan mtu 1500
wan4 10.0.0.254/24 gw 10.0.0.1
wanb6 off

LAN /R—h IP 7RL A DEEE
UnifiedGate #1an 172.16.0.103/16
UnifiedGate # lan
lan mtu 1500
lan4 172.16.0.103/16
lan6 off

*E{E UnifiedGate DEEF (3 JLE—RTEtherlP])
UnifiedGate # add peer skkfickikk 2 UGOT UGO2
UnifiedGate #peer
peerd skkickkickk 2
peer UGO1
peer UG02

A 4+29% DNS H—/\—DHFE
UnifiedGate # server skkickkickk 2
server ¥kkkkkddkk 2 added
UnifiedGate # server
server xkkickkickk 2
server off
ddns expire 512
ddns see ip
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LAN IRy kT —o M50 UnifiedGate D ERTEFA]
UnifiedGate # ui lan
UnifiedGate # ui
ui lan
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fsmH IP PRUREE - RILE—K EtherlP -2 4 7F3y% DNS H—/\—

RANE - UG04
WAN R—FEMEE—K : IP ZRLRETE (IPvd 7 KL Rk ook ik 2/30., 47— r T A sokok sokok ook, 1)
LANR—KIP 7KL R : 172.16.0.104/16

o RILE—R : EtherIP
XHEHLR : UGO1 UGO02 UGO03
ZNith . BA4F3Z949 DNS H—/N\—,LLTEMESEET .
LAN fAlRy kD —H M5 DH UnifiedGate DEREZEFAILET
Bl H D<Kl
RAMEDERE

UnifiedGate % myname UG04
UnifiedGate # myname
myname UGO04

name interval 16 256

WAN R—FEIWEE—R (IP 7FL XERE) DERTE
UnifiedGate # wan skksereksork2/30  solok ok dokk, 1
UnifiedGate # wan
wan mtu 1500
wané skkokk sk 2/30 gw dokk okk ook 1
wan6 off

LAN /R—h IP 7RL R DEEE
UnifiedGate # lan 172.16.0.104/16
UnifiedGate # lan
lan mtu 1500
lan4 172.16.0.104/16
lan6 off

XHE{| UnifiedGate DE R (b2 JLE—FTEtherlP )
UnifiedGate # add peer UGO1 UG02 UGO03
UnifiedGate # peer
peer UGO1
peer UG02
peer UG03

S 433949 DNS —/\—DHRE
UnifiedGate # server on
UnifiedGate # server sokksekksdokk 2
server dkkskk k2 added
UnifiedGate # server
server kok xekok xokok 2
server on
ddns expire 512
ddns see ip

22



LAN Iy kD — O A5 DF UnifiedGate DEXERFAT
UnifiedGate # ui lan
UnifiedGate # ui
ui lan
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‘ 6-3. [EliRESLL— 32— AL CHEERETORDIE

BRI —3—Z 2L T (UnifiedGate A EHEERIGLAZL) B EGEZITOBA(X. EHRER/L—5—H
UnifiedGate MD@IEZEMILE LK SITEREL TTELY, (FRILE—F IPsec DIZFEIL. UnifiedGate M
NAT S/ \—H JLIBREA([F T D &I kYRR — 33— DR EE B T LB G AIRETY ., )

ko J)LE—K EtherlP THEERT BIBEO. NAT Mo/ \—H ) LISREA FERLGLMES .
EIHREGIL—3— 2BV TUTEERBLTTSLY,

EHFERDEE
B4 IP Y R HL—K T UnifiedGate MIBETOTILZE UnifiedGate @ WAN FR—NZIL—T 40§ HERTE
T7AT 94— )L T UnifiedGate DFBETOMIILEEET HEEE

ko2 )LE—FIZIELT= UnifiedGate D@{EZARIIL
k4 JLE—RK EtherlP . EtherlP
k2R JLE—FK IPsec (3%) . ESP, IKE

% NAT b/ \—H ) LBSRER AL MES

UnifiedGate D% {734 DNS H—/\—(% UDP ZOka)L 53 R—rEFEALET .

NAT b5/ \—4 )LIEREZ AL 1-FED @ISR —M K IKE Phasel BICEEILET .
BIER—FEBETELI=WLMES I Mhatt hack off | ZERELTTELY,
SHRIZ DTl Mnatt A< REFEREL TTFELY,

NAT/unnumbered JL—3—DHEE. P YRAL—FHEIIFTETY,
T7AT A= ILDBEBEFEDHITOTTELY,

® EHSEGIL—2—DBEE—F | 2P YRAL—RRE | I7A79+— L BEEE
'Epﬁ’&??;iﬁfi M) BE HE
':IQ;P%M) = WE
® ?@fﬁ%mu = BE
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| 6-4. ERIRRORESA

@®state wan OVKT UnifiedGate ) WAN 7R—k IP ZRL AN BRI REFERL TTRELY,

UnifiedGate % state wan
wan 00:10:38:xx:xx:xx PPPoE MTU 1454 sk xotck sokok 2,/32 gw sdokok sofok dork, 1

WAN FR—FDERETIP PRLRAZREIEL TLSIEE(E. FRHEEHNELLMETH S EEHEELTTILY,
DHCP 9547 hE KU PPPoE 547k IP PRLURBHESNDIES(L., IELLIP PRLUREEUSTETLVS
CEEHEELTT LY, ELLMEAR RSN MES(E . WAN R—FDERFEZFHEZELTTSLY,

@ ping wan YK T UnifiedGate @ WAN |-~y kD —O & BIERTREMNE N EREZEL TT LY,

UnifiedGate % ping wan eksokok sokok ook
icmp echo replied from sekkkkdokkdekk 50 ms

WAN fllry kD —#2E8 £ 1P 7L XIZHL TIRRSERL TE DR E TEIEFEEMNEHIBIL TTELY,

@®state peer AV R THE UnifiedGate EDIEFRIRREREEL TTRSLY,

UnifiedGate % state peer
initiate UGO0 (¥rk ook xrk 2) e:0 177426263 £:40126669 m:131746
initiate UG02 (ko sork k. 22) €:0 r:70490 61367 m:131746
initiate UGO3 (Hkkdokok H4x.33) e:0 r:5020 t:0 m:131746

le: INHIURT Y TENBHEEIL, ZDOXER| UnifiedGate SIEHCETLVER A,

P 7RLADRRSINZLMEA (. KRR (myname) DB BIFZER (P 7RL ADHUF) M TETLEE A,
HEDTESR| UnifiedGate DH IP 7RL ADRRENGELMESIE, 327 5 UnifiedGate BNIELSEEES LU
B CETLAOEREEELTTSLY,

2TOHER UnifiedGate D IP 7RL ADFRENZLMES L., EXEF D UnifiedGate DF (F3y% DNS
Y—N\—EREEHRELTTILY,

Ff=. #4739 DNS H—/\—EL TEMEL TLVS UnifiedGate D ERTELIEHIKREREEL TN,

P 7RLADRKTRESN TLBIZEBEHLTEBIETER L (Te: 1Dh IRV TTB)5E(1F.
%49 BxhE Al UnifiedGate DERTEEFEZRELTTSLY,

@LED O 5 KT/ miBARREIZ DUV T
UnifiedGate & LED O 54T/ RiRikREZE BRI S ETRT—ARDIHEZENHEE T,
FICDOLTIEN. BEDBFFIZFHERL TSN,
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——

6-5. CLI X3 . GUI BREN DTV AHIHZEITIHE DEXEH|

UnifiedGate @ CLI FXEX® GUI BREAND T I A FllEZE1TIIHEDEEFIZDOLTERBELES .
6-5-1. Ul AY R TR HIHEITOEE

TISHAEHRREIL., LAN I CU ER7E . GUI ZXED 7 It ADVEIREAIRAEI T > TULVE T,
WAN BINSEREBEEITU-UMESE, UTDaTURERTL TS0

UnifiedGate % ui all <2 TDAA—TI—AMNSTIEREZHAILET,

ui REDREEERRLET

ui all  BTOAUE—TI—RADSTIEREHALET,

ui wan  WAN IS DT7 I ADHEFRILET .

ui lan  LAN BIDSDT7IOERDHEHFRILET , (TIGHAHE)

6-5-2. $FFED IP PRLADH WAN NS DT o REHRT 5158

HED P PRLADH WAN EINDSD TR EHAT BIEE . iof AT RICTHREET>TTRELY,

SHE/MLE . B2 DDNS H—/3—0 IP 7KL R ek dobok dotok. 1
WAN EIMNEDT I REEFAIT 5 IP 7L R i i #1222

UnifiedGate % ui all <2 TDAF—TT—AMNLTIEZR%FEFA]

UnifiedGate # ipf wan on —WAN 7R—k®D IP J()LA—ZE

UnifiedGate # ipf wan allow eksieksoik 1/32 «— STERMLS, B DDSN H—/\—LD@EEEE
UnifiedGate # ipf wan allow #H#H#H##1H.222/32 — #HH#HH# #H#.222 LDIBIEE R

P IAVA—EEMT B BB A—CRELISBIELSNEERRSNET
@ |P 2L s—EEHIT BIHAIE. HERPLEDIEE. DDNS ¥ —/ \—~DBEESD, BE
BETOBEEBBL TTFEL,

D IP 74 )L 3—EEREHRERTLET,

state ipf

ipf RAEDREEERRLET,

ipf wan on WAN 7R—bD IP 24 )LA—EBRELET .

ipf wan off WAN 7R—h®D IP I )L A—F BN ERELE T, (TIHHEHE)
ipf lan on LAN 7FR—h®D IP 74 )LA—EHRNRELET

ipf lan off LAN 7R—F®D IP I/ )LA—ZE N HELFE T, (TIHHTHIE)
ipf wan del WAN 7R—h @D IP I )LA—%HBIBRLET

ipf lan del LAN 7R—h®D IP 74 )L2—%HIBRLET,

ipf wan allow p4/prefix
ipf wan deny p4/prefix
ipf lan allow jp4/ prefix
ipf lan deny jp4/ prefix

WAN R—h D IP T4 )L E—IBB IV E—EBELET .
WAN 7R—F D IP T4 )L A—I BB I ILA—ERELET .
LAN FR—k®D IP 74 )LEA—FEB I E—EHRELET,
LAN FR—F®D IP T4 )L EZ—I BRI L E—ERELET,
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\ 6-6. JE—h-LH-TH Y —S 3 % EH

YE—R-ULD- T )T —2a  BEEEERT 558 0 EREBEHLET .

UnifiedGate—A & UnifiedGate—C. UnifiedGate—B & UnifiedGate-D ZZFNZ 1 L2VPN TiEHRLET .
FNTNOWRIZM) - T )F—a wtin L2 RAYF 1ZJ/ELET

2 RO EREFEAL T, FHOIEREERRD TRALZITUVE T,

Y- PH)F—a W06 L2 A1 YF

L1 7R—H iR \ T /u R—M i

. i T e, UnifiedGate Twine

UnifiedGate-B

UnifiedGate-C | WAN WAN | UnifiedGate-D

+ + UnifiedGate Twine IS UnifiedGate Twine

L1 AR—M i / \u R—MiEk

Yo P H)F— a3 00 L2 R4 YF

FNEFND UnifiedGate TETT DR

L1 IR—RDUE—R) 20T —a gREsEE B LET,
UnifiedGate # linkdown 1

linkdown REDHREEERRLET,

linkdown off JE—RY DT H)F— 3 MRea B LET,

linkdown .. BELz LANFR—RDYE—R-) 25T )T —a =TI LET,
N.=1~4

% M2D-TIVF—2a /s 12 RAvF 1EEELT LAN R—bDYE—R-Y2 -7 5 —ay
BREEAMICLTTELY,
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7. AR

UnifiedGate @ CLI ZXE CERTEAOYUREHRBALEY,
ERXPOERTLIIUTOERFREFLET,

- | IXEHEIZHBIENDS 1 DEBIRLTAALTTALY,
B) [wan |lan] EHBBEIL. TwanlEllan IDELLMEBEIRLTTELY,

- [1 RIFEBERTRETY
- {} RIFEBARITY,
© BEXFICEEEOXFH DI HEEZANLTTELY,

faan ERZEFLEL 63 XFLITO FADN  GEESIE-10N\1T72)  TI(Fyb) DAEFRD
str TEEESFLL 63 XFUTDIFE

o4 IPv4 7RL X ({EL Class D &1 Class E, 04x*[EAA])

o6 IPv6 7RLR

prefix 0~32 DEHL

interval B

N B

- DMFEENT{BIFAR—RTRYIDEIIYEMA NN ETRETT

EELI-BRTENBERGFT HiHEEMsave ]AT U REETLTTILY,
% HEARNAIE Tapply ]AV U FEZETT HH. [save 1 12T Treboot | AU KREETTAHIET
BMEICRMENE T,
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-1, DATLERATUR

7-1-1. help

ARURDEZNIIVTERRLET

gX

help
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7-1-2. version

UnifideGate D I77— Loz 7/ \—a xR rLET,

2K

version
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7-1-3. uptime

UnifiedGate DEMERFRIEZRRLET

2K

uptime
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7-1-4. param

UnifiedGate DERTEFHREE TR RLET

2K

param [ editing | running | restore | apply | init ]

param LTOHHREMEERRLET,
param editing WEPOHRTEEERTLET,

param running EMEPDEEEERRLET .

save LT-EREME(Z reboot BITERAINAZEITTFELTTELY,
param restore REDPDRTEEWELT save SNT=REEEZFZAAHET
param apply WEDDREEEMEI RS EET,
param init PTOHREEHELCIIEHAEEICELEY,

param init BITHIOKEIZIIREFEADTHRIZT;FETSLY,
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7-1-5. state

UnifiedGate D&IBREERRLET

2K

state { nic | wan | lan | mac | arp { wan | lan } | ipf | member | peer }

state nic
state media
state wan
state lan
state mac

state arp
state arp wan
state arp lan

state ipf
state member

state peer

WAN 7R—k& LAN FR—bDIESRERRLET .
WAN 7R—hk& LAN 7R—R®D Link KEEEZFRRLET
WAN R—tD1EHRERRLET

LAN 7R—hDI1EHRERTRLET

MAC 7RL RIERERRLET

- state mac TRIRSNBE -
MAC 7RL X, #ZBEHE #) ., bo L, KRR IP PREL R, 245/l (Receive) .
EE/ VY (Transmit)

WAN R—kE & LAN R—kD ARP 7—J )UIEHRERTLET .
WAN R—k®D ARP 7—J JUIEHRERRLET,
LAN R—k®D ARP T—J )UIERERTLET .

- state arp TRIRSNBE -
MAC 7ZRL R, IP 7RL R, #:@ErERE ()

IED IP 74 )L 3—&EREHERRLET,
B AF3Z9%4 DNS H—/\—D A N—BsFIReEE R RLET,

- state member TR B{E -
RARE . IP 7EL X, DNS La—K update #@8E (10 3§D

*TEfAl UnifiedGate DEFREIERIKRERRLET

RARE (myname) CTEERLT=XTE | UnifiedGate @ IP 7RL A FRRSN TLVEWLESIE
FAF=2Y%Y DNS H—/\—DERELHEEBLTTILY,

IP ZELANRREINTWBIZHEDS T Te: IBNHIU N7V TSN TRIETELWEA(L.
*HE Al UnifiedGate MEREEMEEL TTELY,

- state peer THRIRSNABIE -

I5—/\ 1y (Error) . M5/ 7y (Receive) . E(E/ Ny (Transmit) .
TILFFv AR 5y (Multicast)
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\ 7-2. SRT LA R

7-2-1. save

WEPORERHERFLET .
ENFTHRESN TV REFRIIHRESNT T,
RIFLIERTETEHRIE reboot BICBMENRBRENFE T,

X

save
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7-2-2. reboot

UnifideGate ZHtEHILET,

save AV VR CIRELTO AN EEERIIBEINE T,

X

reboot
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7-2-3. apply

WEDOHEEIMEICRMSEET,
save B9 [Z UnifiedGate ZBICEILT-1HE. apply CEMERDREARIIHEINET,

X

apply
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7-2-4. exit

CLIav RE—FZOS 7N ZET,

2K

exit
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7-2-5. appear

R—rORIREES LUV EREENRTETVET,
R—FDFEHREE (L hide AV R TITo>TTELY,

X

appear [ lan | wan | vpn ]

appear REDHREEERTLET
appear lan LAN 7R—F% LAN BIADSRIERIREEICLE T,
appear vpn LAN FR—r Xt B BBLR M S aIfRRREIZLES
appear wan WAN 7R—hZERtERHBLR M SR RIREEIZLE T,
TG E
appear lan
appear vpn
hide wan
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7-2-6. hide

R—r DRI ES LUV R EBEDRTETIVET .
R—FDRIIREE(L appear AV R TITOTTFELY,

X

hide [ lan | vpn | wan ]

hide REDREEERRLET,
hide lan LAN 7R—F#% LAN ISR afKEEICLET S
hide vpn LAN FR—hZERERBLE M SR aIRIKREICLE T,
hide wan WAN R—rZ B AR A S R A RIKEEICLE T,
TG E
appear lan
appear vpn
hide wan
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7-2-7. passwd

R IERREDT-OD/ ARV —FERELFET,

2K

passwd str

passwd BHERESNTWNANNRT—FERRLET,
passwd str FHR AR —RERELET,

TiGHRE

passwd
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7-2-8. init

R17 (save) SN TW\ O 2 TOREEHEL TTISHAEICRLET .
init EATRIDIREIZ[EREFEADTHAIZTERETEL,

X

init
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1-3. AA—2Jx—RXaTk

7-3-1. wan

WAN R—hDERES SV REEDRTETNES

gX

wan [ pppoe | dhep | ip4/prefix [ gw ip4]1 | ra| ip6 [ gw ip61 | off ]

wan HADFEEERRLET,
wan pppoe WAN 7R—hk% PPPoE 547U MIERELET,
PPPoE U354 7 bDEHlEERTE IS pppoe AT R TITLVET

wan dhcp WAN 7R—k% DHCP 547k IP PRL A BEIIHERELE T,
wan jp4/prefix[ gw p4] WAN7R—HFZ IPvd PRLURES — DA TRL RAZEREERELE T,
wan ra WAN 7R—h% RA (Router Advertisement)|Zd&5 IPv6 7KL RES ZERELE T,
wan o6 gw jo6] WAN 7R—MZIPv6 PRLRES — I TA 7RLREERELET
wan off WAN 7R— b &850 (RER) (TR ELET

Ti5HtfrE
wan mtu 1500
wan4 dhcp
wanb off
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7-3-2. lan

LAN /R— hOSES L SERNS ERXFT—FRZFRRUEFT .

X

lan [ dhep | ip4/prefix [ gw ip4]1 | ra| ip6 [ gw ip6] | off ]

lan
lan dhcp

HAEDHREEERTLET,
LAN 7R—k# DHCP #5472 IP PRL R BEEREIZRELET .

lan jp4/prefix[ gw p4] LAN FR—MZIPv4 PRLRES —hITAPRLAZBEERELET

lan ra

LAN 78—k % RA (Router Advertisement) [Z&5 IPv6 7RL AEVSFH ZSRELE T,

lan jo6[ gw jo6] LAN 7R—HKZ IPv6 PRLRES —b DA TRL RAEEEHRELE T,

lan off

LAN R— &80 CRER) (SERELET

LAN R—HMZ IP 7RLRZ &I HTHLVMEE  LAN R— S REEITOEIIHRFE A,

WAN FR— DS EREEITOES . HOHMNLY ipf AR E Ui AT RTWAN R—rAD 75+
AEHATDUENHYET . WAN R—ADT7 I RZEEFE[F BRi1IZ LAN R—kZToff (2L
1=158. UnifiedGate DEREN—UIHFLHYET,

WAN R— kDS D EREZFRILT-IBETEH. WAN R—K®D IP PRL ZAMFBA. 5LV WAN
R—hDEHEHFIEEFIREEDIZE . WAN R— DS DEEE 1T EF A,

Ti5HfHE

lan6 off

lan mtu 1500
lan4 192.168.0.1/24
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7-3-3. pppoe

PPPoE MDEFREH JVRTEEN TR REFIEHEITLNET,

£
pppoe [ mtu size ] [ account str] [ passwd str] [ ip { auto | ip4} 1| restart [ off | N] | terminate

pppoe BEDRTEEEZRRLES,
pppoe mtu size PPPoE &5t MTU [EZERELET S
size = 512~2,000
account str PPPoE ¥ &N 7 ho U hERELE T,
passwd str  PPPoE &M/ \AT—FEEEELFT

ip auto PPPoE #&fii&x IP 7RL AEEIEVSF RELET .
ip ip4 PPPoE D EE IP 7RL R (IPvA) EERELET
pppoe restart PPPoE Z#Hi&#LE T,

pppoe restart off  XHEA UnifiedGate EMBIEH KEAL TH PPPoE BHERIE1TLVEE A

pppoe restart N £ TOHRHEMR UnifiedGate EDBIENFRERBELMLI-I5E . PPPoE BIEREITLVET .
N=1~100

pppoe terminate PPPoE ZYIErLE T,

TISHRHE
pppoe mtu 1454 ip auto

pppoe restart off
pppoe account '’ passwd "’
session id 0000, lcp closed
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7-3-4. mtu

EIR—hD MTU YA XERTEE RERNBDRRETVETS,

2K

[lan | wan ] mtu [ size ]

mtu RAEDEEEERRLET,

lan mtu size LAN 7R—b®D MTU A/ XEHELET,
size = 512~2,000

wan mtu size WAN 7R—k®D MTU 34 XZRELET,

size =512~2,000

TiHHfE

lan mtu 1500
wan mtu 1500
pppoe mtu 1454

@ PPPoE 954 7> MERHESD MTU {E(L. pppoe IR THRELTTALY,
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7-3-5. media

WAN 7R—ké& LAN 7R—KOD Link E—RDETEE . SRERBDRTETLET,

2K

[state] media [ { wan | lan | NV... } { auto | 1000base | 100base | 10base } [ full | half ] ]

media
state media

media wan auto
media wan 10base
media wan 100base
media wan 1000base

media lan auto
media lan 10base
media lan 100base
media lan 1000base

media M. auto
media A.. 10base
media M. 100base
media M. 1000base

RAEDREEERTLEY

WAN 7R—k& LAN 7R—b® Link IREEFRRLET,

WAN 7R—h @ Link 5z BEIFIRIIZERELE T
WAN 7R—b 0D Link £%%E% 10Base-T IZERELET
WAN 7R—bF 0 Link E%E% 100Base-TX [ZERELFET
WAN 7R—b 0D Link 5%5E% 1000Base-T [ZERELET

£ T LAN 7R—k®D Link

£TD LAN 7R—+®D Link 5%

{FED LAN 7R—M 3L T Link
{£Z0D LAN FR—MZxfL T Link SREZTOSAICIEELET .
FED LAN FR—HM XL T Link SXEFITOBAITIEELE T,
FED LAN FR—HM XL T Link SXEFITOBAIZEELET .

N=1~4

[ full | half ] DEREHATRETT

=
axX.

T BEFIRICERELET .
27TO LAN 7R—h® Link 3%E% 10Base-T [ZERELET
TE% 100Base-TX [ZERELET,
£TO LAN 7R—h @) Link %% 1000Base-T [ZERELET

full STEBITHRELET,
half FTHICHRELET .
TiEHTHE

media wan auto
media 1 auto
media 2 auto
media 3 auto
media 4 auto
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7-3-6. nic swap

WAN 7R—k& LAN FR—hEYR8R  REESEF T,

2K

nic swap [ on | off ]

nic swap BEDORTEEEZRRLET .
nic swap on WAN 7R—bk& LAN FR—h & RErSE TREALET .

WAN 7R—F x 4 7R—h (L1~L4 FR—F) . LAN 7R—h X 1 7R—F (WAN 7R—F)
nic swap off WAN 7R—hk & LAN R—hEZDFEFEFRLET,

WAN 7R—hk % 1 7R—k (WAN 7R—F) . LAN 7R—b x 4 7R—b (L1 ~L4 7R—F)

% Mnic swap on |DIBETH media AV FDRIRHR—MILETEILET A,

TiHHfE

nic swap off
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7-3-7. mac aging

MAC 7 kL A D RFFFRIESRELF T -

2K

mac aging [ interval ]

mac aging BEDORTEEEZRRLES .
mac aging /nterval FELT- MAC 7RLRZRIFT SR (B FRELE T
interval= 1~3600

TiGHEE

mac aging 180
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7-3-8. del arp

ARP T—7J )L DHIBREITLVETD,

2K

del arp [ wan | lan ]

del arp 2TDH ARP T—JJLZEIBRLET,
del arp wan WAN 7R—k®D ARP T—J JLZHIBRLE T,
del arp lan LAN 7R—F D ARP T—J JLZHIBRLE T,
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7-3-9. linkdown

JE—R-12-TH)T—a MRED R E LR EEDRRETVNET,
AHEREAFERT HEIZKY., 2 BD UnifiedGate |23 LT- 2 EHED@EFIEE R THIFT S EMRIFETT,
Ff=. —AD UnifiedGate D[EHRIFEELFAELI-IRIXERETTRAAIEETT,

gX

linkdown [ off | on | N... ]

linkdown HAEDEEEERRLET,
linkdown off YE—k-2D-TH)TF—a MREE NI LET,
linkdown N... FBRELTz LAN FR—RDYE—R-)2 075 )5 —a BB LET,
N..=1~4
TIHHRHE
linkdown off

% M- FT)F—2av /s L2 RAYF N VE—M Y20 T —La iRea a3
FRELT= 2 BD UnifiedGate ZHETT SBENHYET .
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7-3-10. nolink

LAN R—k 1~4 %1 WAN R—k® Link ANELMEE DEMEERTELE T,

£
nolink [ reset off | interval ] [ reboot off | interval]

nolink REDREEERRLET .
nolink reset off LAN 78—k 1~4 BT WAN 7R—k® Link HVEEL VREETE HUB &ty LER AW
nolink reset interval interval CERTEL-FEF) . LAN 7R—b 1~4 BT WAN 7R—R @ Link HYEEL VREEAY

L =1BA . HUB &)ty LET,
interval= 1~17280000
nolink reboot off LAN 7R—k 1~4 BT WAN 7R—K@ Link AL WREE T AE BiRREILFEE A,
nolink reboot interval interval TERELT-EHE FD) . LAN 7R—bk 1~4 K1 WAN 7R—F O Link HVEEL VIREEAY
ELVIEE . AT EESLES .
interval = 1~17280000

TiGHRHE

nolink reset off

nolink reboot off
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\ T-4. R JUEESEOTUR

7-4-1. peer

EtherlP $#t9 % UnifiedGate MIBMEAIRFRE SV, BFIREORTETVET

gX

[state | add | del ] peer [ ip4... | ip6... | fgdn... ]

peer

state peer

add peer /p4...
add peer /p6...
add peer fgadn...
del peer

del peer /p4...
del peer /p6...
del peer fgan...

INEDERFEEE . XHEH| UnifiedGate EDIERHARERRLET,

IHFE D XHEM] UnifiedGate EDIERHRRERTLET,

AR (myname) TEERLT-3xME] UnifiedGate @D IP PRL AMB RSN TLVELMES (X
A A+395 DNS H—/\—DBFEEHERLTTALY,

P 7RELANRREINTLBIZHEHS T Te: 10U NTY TSN TRIETELWMEAIL.
*HE{Al UnifiedGate MEREEMEEL TTELY,

- [ state ] peer TRTSNDIE -
IS5— /N5y (Error) . M5/ 9y (Receive) . {57 Ny (Transmit) .
TILFF AR Ny (Multicast)

*fi& 8] UnifiedGate & IPv4 PRL A TIBIILET

&8 UnifiedGate % IPv6 7RL A TIEMLET

*E{H| UnifiedGate Z7RAN (myname) TEMLET,
ETORER UnifiedGate ZHIBRLET .

Pv4 7L A TERFEINT-XTE] UnifiedGate ZHIBRLET

IPv6 7 FL A TEFSNT-XTE UnifiedGate ZHIBRLET
RARE (myname) TEERSNI-XTEI UnifiedGate ZHIFRLE T,

% peer [ZXHEE| UnifiedGate M7RARE (myname) &85 9 D155, server ATRT
BT B 153y DNS H—/\—DFREEFITOT TSN,
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7-4-2. initiate

IPsec &5t (initiate) 35 UnifiedGate MBMEEIBRE LU ZERIRED R TETLVET,
IPsec il respond {HI& initiate BITRIZA>TULVET,
initiate A¥>F Tl& initiator {8] UnifiedGate |Z responder T AXTE1E UnifiedGate ZZ8xLFET,

£
[ add | del ] initiate [ ip4... | ip6... | fqdn... ]

initiate RAEDEEEERRLET,

add initiate /p4... *HE Al UnifiedGate (responder) & IPv4d 7RL A TEMLET .

add initiate /p6... xHE Al UnifiedGate (responder) & IPv6 7RL A TEMLET .

add initiate fgdn... ¥HE1H| UnifiedGate (responder) 7R A R4 (myname) TEERLE T,

del initiate /p4... IPv4 7L ATEEFESNI=EA UnifiedGate (responder) ZHIFRLE T o

del initiate /p6... IPv6 7 FL A CEERIN =B8] UnifiedGate (responder) #HIBRLET .

del initiate fgadn... RA R4 (myname) CTEERSNT=XTE| UnifiedGate (responder) ZHIFRLET .

@ NAT JL—4—T® UnifiedGate Tl 5B UnifiedGate % initiate TEERLTTSLY,
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7-4-3. respond

IPsec ##i(respond) 35 UnifiedGate MBMEHBRE KU, BERIREEDRTEITLVET
IPsec HE#ElE respond fAl& initiate BITTxIZAE>TULVET,
respond <R Tl responder {8l UnifiedGate |Z initiator T#HADXERI UnifiedGate ZE8xLET,

gX

[ add | del ] respond [ fgan... ]

respond BAEDHREEEZRTLET,
add respond fgan... ¥hE{8l UnifiedGate (initiator) 7R A4 (myname ) CTEERLET
del respond fgdn... AR (myname) TEERSNT-3FE | UnifiedGate (initiator) ZHIBRLE T,

% NAT JL—3—TF® UnifiedGate Tld., Bl UnifiedGate % initiate TEEELTTRELY,
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7-4-4. echo

LAY 2 b RIVEHTFT 510D KeepAlive FREL . BRENBDRTEITVET,

2K

echo [ interval t/ime | dead count ]

echo REDREEEZRTLET,

echo interval time  echo )T AFDEHRMRFE)FHRELET .
time =1~3600

echo dead count ERFELT= count [BIBGERE T echo ISEMELMGS . ROV EBIEGREITOVET,
count=1~9999

TiGHRHE

echo interval 4
echo dead 4
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7-4-5. natt

NAT FSN—H LDERELRENBDRTETNET

2K

natt [ { auto | force } 1| [ hack { on | off } ]

natt RAEDEEEERRLET,

natt auto NAT cS/3—H L& BEIMICEIESEE T,

natt force NAT F/3—H )L & s& IR CBES EE T,

natt hack on NAT bS5/ \—H )L TERT H7R—h &S % IKE Phasel BIZEEISEFET,
natt hack off NAT S/ \—H )L TERT S R—FESIEEEBLEE A,

- natt hack off EXE CERT D@EER—bF -
UDP 500, UDP 4500

Ti5HfHE

natt force
natt hack on
nat keepalive off
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\ 7-5. IPsec AWK

7-5-1.ipsec

IPsec M ESP BEEARE AH /\w BN RES LUV HRERNBTDORTETLET,
728 UnifiedGate ) IPsec (88t AR D 1= UnifiedGate LT D) IPsec #2astEind A &ITHEF A,

£
ipsec [ lifetime interval] [ esp { aes | aes128 | aes256 | 3des | null } ] [ hmac { shal | md5 | none } ]

ipsec RAEDEEEERRLET,
ipsec lifetime interval IPsec J@IED SA TOR—)L{REFEH F) ZHRELET,
interval =1~720000
esp aes IPsec BIEDRESIZ AES128 #ERELET,
esp aes128 IPsec BIEDIEEIZ AES128 X ELFET,
esp aes256 IPsec BIEDIEEI1Z AES256 ZERELET,
esp des IPsec BIEDIESIZDES #5%ELFT .
esp 3des IPsec BIEDHEEI1Z 3DES & ELFET,
esp null IPsec BIEDIEESERERICERELET .
hmac sha IPsec BIED/ w2 B#EL T SHA-1 ZEEELET
hmac md5 IPsec BIED/ \wiaBELTMDS5 Z5ELET
hmac none IPsec BISD/ w1 ERFERIZRELE T,

hmac none (& esp null DIFEIZDHERERTRETY

TISHRHE
ipsec lifetime 14400/28800 aes128 shal
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7-5-2. key

IPsec BIEIEAT A ERIHARIDEELEEABDRTETIET,
*E | UnifiedGate &E—ET D ERIFHAREZRELTTILY,

£X
key [ str]

key RAEDEEEERRLET,

key str IPsec BIENERIHAERERELET .
TIGHTHE

key passphrase
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7-5-3. isakmp

ISAKMP SBEHMBIEDRES JURERNBDRTEITLET,

2K

isakmp [ lifetime intreva/]1 [ dnl | dh2 | dh5 ] [ enc { aes | aes128 | aes256 | 3des } ] [ hash { shal
| md5 1]

isakmp RAEDEEEERRLET,
isakmp lifetime interval ISAKMP SA ZO/R—4 )L {REFHRE #) Z2R/ELET,
interval =1~720000

dht DH O IL—T 1 %8/ ELET,

dh2 DH Y IL—7 2 %#%ELET .

dh5 DH Y I —T 5 %%ELET .

enc aes BT HLIR(EDORES1Z AES128 ZE/FELET,

enc aes128 BT HLIR(EDORESIZ AES128 ZE/FELET,

enc aes256 BTHBEDISEIZ AES256 Z/ELET .

enc 3des BEHBIEDISSIZ 3DES X ELET .

hash sha BEHLBIED/ W BB SHA-1 ZEELET S

hash md5 BEHLBIED/ v 2RI MD5 ZERELFE T,
TIHHfHE

isakmp lifetime 28800/28800 dh 2 aes128 shal
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7-5-4. dpd

IPsec 1B{E® dpd(dead peer detection) BZtRBERED IR TE LR EMEN TR TEITLET

2K

dpd [ on | off ] [ delay /interval ] [ retry interval ] [ maxfail count ]

dpd

dpd on

dpd off

dpd delay /nterval

dpd retry /interval

dpd maxfail count

WREDHEEERTLET

IPsec BIED dpd BEERIEREL BRI FRELE T,

IPsec B{ED dpd BEEfRIERET BN FRELE S

IPsec BIED dpd EEfRfElmEFN EHELET

interval=1~3600

IPsec JBIED dpd EotR!) NS ElfmRFE R 2R ELET

interval=1~60

IBELT=[E18 dpd ISBEDELMEE . IPsec SA ZHIBRL THiT=IZ IPsec BIEZFSHAAFET S

count=1~100

TiGHRHE

dpd delay 16
dpd retry 4
dpd maxfail 4
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\ 7-6. 44434 DNS (DDNS)3I 7K

7-6-1. server

S 45392 DNS (DDNS) ¥ —/\—DFREERERBDRRETNET .

gX

[ del ] server [on| off 1| [ ip4| ip6]

server
server on
server off
server /p4
server /p6

del server

del server /p4
del server /p6

REDREEERRLET

DDNS H—/\—ZB#IEELET,

DDNS H—/\—Z M EEELET

DDNS H—/\—&L T IPv4 PRLREERELET,

DDNS H—/\—&L TPV PRLRZHRELET,

DDNS H—/\—&L TEEFLI-2TD IP PRLRAZHEIBRLET
DDNS H—/\—&L TEERLT- IPv4 PRL RZHIBRLET,
DDNS H—/\—&L TEERLT- IPv6 PRL RZHIBRLET

TiGHRHE

server off
ddns expire 512
ddns see ip
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7-6—2. myname

& 4337 DNS (DDNS) Y—/\—IZ &% T 5 B2 RAM (myname) DEEE LBRENBD R REITVET

2K

[ del ] myname [ fgdn ]

myname BHEDHREEEZRTLET,

myname fgdn BRARE (myname) R ELET S

del myname B HRARE (myname) ZHIBRLET,
TIGHTHE

myname UnifiedGate
name interval 16 256
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7-6-3. name

A 4+ 2v% DNS (DDNS) H—/\—IZ8$k S 5 B2 RANE (myname) O 51 (FYELAL) OO EXTE S HilfH.
RERBDRTETVET

X

name [interval min max ] | [ query fgdn] | [ update ]

name REDHREBERRLET,

name interval min max  BHB7RAME (myname)% DDNS H—/ \—~ZE5% 9 SlE FOEAD) 2/ ELET .
min (BERKEFOHEEEREFHERENR = 1~3600
max (BERRIRFD REBEHEFHERER) = 1~3600

name query fgdn DDNS H—/\— &SN TULVBTRRA R (hame) D IP PRLRZRILVEHhEET,
fadn ZIEFELELMES . BE2ARA R (myname) DEERIP PRLRZRILVEHEET,
name update B2 HARE (myname) % DDNS H—/\—[Z&8LFE T,
TIEHTHE

myname UnifiedGate
name interval 16 256
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7-6—4. member

5 A53% DNS (DDNS) ¥ —/ \—(Z3H BT 7L REHAT SRR DEFIBRE . BRNBORTETVET
Eto. H4F299 DNS H—/\—ITH T B7 I L RSIRREEFET,

£
[ state ] member [ add fgdn..]1| [ del [ fgdn..1]| [ open | only ]

member HEDREEERTLET,
state member BEMKRERRLET .

- state member TRITSNDE -
RRARE.IP PRLR I DNS La—KA update SN THLDIZEREE (10msec)

member add fgdn.. DDNS H—/\—[ZTFRRMEZEEMLET,
AR—RTRYBZEIZRYERA DD ETEETT,
member del fgdn... DDNS H—/\—MSRRAREZEHIRLET .
fgdn ZHELUEVMESIF2TORRAN A EBRENET,
AR—RTCRYBZEIZRYERA DD ETEETT,

member open member [ZZEZFSN TLVELVRRA M DEIRI member Z855FRILET,
member only member [ZZFEFFIN TLVELVRRA M DEIR member ZEREFZIELFET .
TG

member open
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7-6-5. ddns see

A A5 =94 DNS(DDNS) H—/\—[Z&$FT 5 IP PRLADRES FZEFHRELET,

2K

ddns [ see { body | ip } ]

ddns REDIRREBEREEZRTLET
ddns see body DNS T—A2HD IP PRLREEHLET
ddns see ip IP AYSH®D P PRLREZSFZLET
TiGHTE
no server
server off

ddns expire 512
ddns see ip

% FAFZYI DNS V54T U NAT L—2—Z8EBAL TULSIZE(E. ddns see ip ZEXE
LTTELY,
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7-6—-6. ddns expire

S 45397 DNS (DDNS) H—/\—D A/ \—ZFIEHRD (RIFHFE (expire . B ERELFT

2K

ddns [ expire interval ]

ddns DKL EEERTLES,
ddns expire interval DDNS H—/\—D A/ \—ZEREHRD (R 505R] (expire . M) ERELFE T,
interval = 1~604800

TiSHEE

no server
server off

ddns expire 512
ddns see ip
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| 7-7. THERGIORR

7-7-1. mac deny

MAC ZRL R 74 ILA—DHELRTEEDRTEITVNET .

gX

[ del ] mac deny [ str]

mac deny HAEDEEEERRLET,

mac deny str MAC 7RL R I74ILA—ITEMY 5 MAC TRLURZEERLE T,

del mac deny str MAC ZRLRAT1I)L3—Mi5 MAC PRLRZHIBRLE T,
strEfRELELMEERIEETD MAC ZRURDEIBRENET,

Ti5HfHE

no mac deny

@ MAC T4ILA—(E5&K 16 BEFATEETT,
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7-7-2. bcast filter

T O—RF v ATV E—DRFELREMEDRTETNES

2K

beast filter [ on | off ]

bcast filter BEDRTEEEZRRLES,
bcast filter on TO—FF v REIAIILEA—EF/EHZEL. ARP LSO TO—R v A NEEHLET
bcast filter off TO0—REX v AR IAIWA—F TN RELET .

TiEHRE

bcast filter off
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7-71-3. ipf

IP J4)LA—DRELHRERNBDORTEITNET

£
[ state ] ipf[{wan|lan}{on|off} 1 [ {wan|lan} del] [ { wan | lan}{ allow | deny } ip4/prefix ]

state ipf D IP 74 )L 3—EEKIEHRERRTLET,

ipf HAEDREMBERRLET,

ipf wan on WAN 7R—h®D IP 4 IL3—EBERELET
ipf wan off WAN 7R—k®D IP D4 )L A—ZENERELET
ipf lan on LAN 7R—bD IP 2L 3—E B ERELET .
ipf lan off LAN 7R—bD IP 4L 3—F N ERELE T,
ipf wan del WAN 7R—k®D IP I JLA—ZHIBRLET

ipf lan del LAN 7R—FD IP Z4)L3—ZHIBRLET

ipf wan allow jp4/ prefix WAN 7R—k®D IP D4 )LA—I BB I/ ILA—ZRELET,
ipf wan deny ip4/ prefix WAN R—k®D IP I ILA—I B DL A—E R ELET,

ipf lan allow jp4/ prefix LAN 7R—k®D IP IA)LE—ITBB IV Z—ERELET .
ipf lan deny /ip4/ prefix LAN 7R—k®D IP D4 )LE—I BB O A—ERELE T,
TISHRHE
ipf wan off
ipf lan off

P 240V A—EFHT 5L BRI A—TRELBELSMNIEINET,
% P 74 )VA—%BM T BI5E1E. T BEREEEFHBLTTILY,

P I A—IEEEKIERF I > TEENEINET,
IP 74)LA—IEExK 64 ZEXATHETY
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T-1-4. ui

UnifiedGate MEREANT I EREH AT 511 3—I1—REHRELET,

2K

ui [ all | wan | lan ]

ui HAEDEEEERRLET,

ui all ETDAUF—TI—ADBTIEREFHFAILET,
ui wan WAN BN DT I ADHEFRILET

ui lan LAN ISR T7 O ADHEFRILET ,

TiGHRHE

ui lan
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7-8. B¥EOTUKR

7-8-1. ping

UnifiedGate M WAN 7R—k3 5L M LAN 7R—KHVS ping )T AR (ICMP echo request) ZEHLET,

gX

ping { lan | wan } { ip4| ip6'}

ping wan { p4 | ip6} WAN 7R—kHm S WAN Iy —o® IPvd 7RLAELLIE IPv6 ZRL RIZXILT
ICMP echo request Z1XHLFET,

ping lan { /p4 | ip6} LAN FR—kM5 LAN IE S UHBERIRYRT— D IPv4 7RLRHLLIE PV6 PRL R
[ZxfL T ICMP echo request Z3XHLFET,
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7-8-2. date

NTP BZIDFREITLVET,

2K

date
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7-8-3. ntp

EHRICRZIEHEZEITO NTP OFREELREEDRTEITVET

2K

ntp [ server [ wan | lan ] jp4 ] | [ interval interval]

ntp BAEDEEEERRLET,
ntp server wan jp4 WAN R—KBID NTP H—/\—%ZRELFET .
ntp server lan jp4 LAN 7R—MBID NTP H—/\—ZERELET,
ntp interval interval NTP H—/\—~DE%lEHE R F) 2R ELET,
interval =1~86400
del ntp server NTP H—/\—REZHIRLET .
TG E

no ntp server
ntp interval 43200
timezone +9:00
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7-8-3.timezone

timezone M EXTELEXTEEDRTEITVNET .

2K

timezone [ jst | gmt | ==hh:mm ]

timezone RAEDHREEERILET .
timezone jst BHAIZER (IR E R UTC)+9.00) X ELET .
timezone gmt BEHRE(UTC) 000 5% FELET,

timezone *hh:mm REHFEFUTC)MNSTSRATAF R hh Bl mm 9ZERELET,

TiGHRHE

timezone +9:00
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7-8-4. ntpdate

EbIZ,NTP SRRSO EZITLET,

2K

ntpdate [ { wan | lan } /p4 ]

ntpdate ntp server [ZERTELT= NTP —/\—IZEZIERILVEHhEET,
ntpdate wan jp4  WAN IRy T —IDIEELT - NTP H—/\—(ZBZIZRILEHEET,
ntpdate lan /p4 LAN I FUERIR Y T—oDFEELT = NTP —/\—ZEZERBLEHhEET,
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7-8-5. syslog

SYSLOG MEXTEEL. FBHEEH LU SYSLOG DRTFEITLET,

2K

syslog [ line ][ off ] [ { wan | lan} ip4]

syslog /ine IREDRFEEE SYSLOG ZRTRLET, line IZIFHEARRRITHEIEERIEETT ,
fine=1~1000
syslog off SYSLOG DFEFFEZHEL TEMIEZELET,

syslog wan ip4 WAN R—MEIDIEELT= IPv4d PRL AN SYSLOG ZEHLET .
syslog lan jp4 LAN 7R—MBIDFEELT= IPvd 7RL AN SYSLOG ZEHLET,

TiHHfE

syslog off

F77 SYSLOG FR{5l

DHCP wan: discover
DHCP H—/\—h L TLFER A,
BotRI REIREAVEL MEE (S WAN BIEHRI CRIREAZULVEREL TTRELY,
CHAP: Failure received
PPPoE MFREEIZERBMLTLET
PPPoE 7HIUhE/NRT—FDERFEEHRLTFSLY,
PPPoE: PADI sent Z#&L)iR3
WAN IEEMSEEEFONLLMREETT,
BRI RARENVEEL MEE (X, PPPoE BRI CREREAVZLVOERRL TTFELY,
peer: kkk kkk kkk *k*k*k disconnected
Dotk stotok otk ook || I RHEE] UnifiedGate @ IP 7RLABLLIEHRR M
-XEfA UnifiedGate AN IELKEIMEL TLVSAFERRL TSN,
- XFEfA UnifiedGate DEHRA RSN TLDMERL TTELY,
-XFEfA UnifiedGate @ IP 7L R (RAM) AN IELSERESN TLDAHEEEL TSN,
- B8l UnifiedGate &b RILE—RH—BL TLVSOHEREL TTELY,
dnsc: update ##### error code 2 from ek skekek dkek dokk
KT [ TRRRN | Dotk sokx ook sokk | [EH A F299 DNS H—/\—D P FRL R
FAF=2YY DNS US4 TUNMIRELI= KRN E, F4F299 DNS H—/\—flIZ member ZEkL1-
RRAMED—HIL TOFER A, BEREEHEERLTTILY,
dnsc: update ##### no response from sk sk skekk kkk
Sclat#itt |[FRA R, Drork dook ook sk | (I A F3949 DNS H—/\—D IP PRL R
HAF399 DNS H—/N\—HEBELTLEE A,
server VR TEHRELI=F 4TSI DNS H—/\—D P PRLURZHEZELTTELY,
isakmp: ¥k kkk kkk kkk 1 give up
3 Dotk stk otk ook | [ IP PRL AHLLIFTR R R
k2 JLE—K IPsec TxEfH UnifiedGate S1E#E CE/RL VREETY,
‘IPsec DIFSIEFELBRIHAROELENSHER] UnifiedGate E—HL TLVAIMHEREL TTELY,
-%HEfA] UnifiedGate @ IP 7RL RELLIEARRME D ELGEESN TLS M HEBLTTELY,
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7-8—6. snmp

SNMP DERFELREMEETRRLET

2K

snmp [ trap {wan | lan} ip4] | [ agent { on | off } 1 | [ community str] |

[ location str] | [ sysname str]

snmp
snmp trap wan /o4
snmp trap lan /p4
snmp agent on

snmp agent off
snmp community str
snmp location str
snmp sysname str

del snmp trap

REDREBERRLET,

WAN R—MBIDIEELT= IPvd 7RL A~ TRAP EERELET .
LAN 7R—MEID$EREL 1= IPv4 7RL A TRAP E#{ERELET
SNMP agent HREZ BN ERELET

SNMP agent #eEA N ERELET,

SNMP community ZE%ELET,

SNMP location ZERFELET

SNMP sysname ZEELET,

SNMP trap BXEZHIRLET

TiGHRHE

snmp agent off

snmp community public
no snmp location

no snmp sysname

no snmp trap
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RRXetvsonoyy—F
T140-0004 WERERERIJIIXEHII 2-2-10

UnifiedGate DAY R—MOEEIZDULVTIE,
HELVRODARGFERIBEANZHEHETSILY,
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